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Without the prior written consent of ZKTeco, no portion of this manual can be copied or forwarded in
any way or form. All parts of this manual belong to ZKTeco and its subsidiaries (hereinafter the
"Company" or "ZKTeco").

ZK is a registered trademark of ZKTeco. Other trademarks involved in this manual are owned
by their respective owners.

This manual contains information on the operation and maintenance of the ZKTeco equipment. The
copyright in all the documents, drawings, etc. in relation to the ZKTeco supplied equipment vests in
and is the property of ZKTeco. The contents hereof should not be used or shared by the receiver with
any third party without express written permission of ZKTeco.

The contents of this manual must be read as a whole before starting the operation and maintenance of
the supplied equipment. If any of the content(s) of the manual seems unclear or incomplete, please
contact ZKTeco before starting the operation and maintenance of the said equipment.

It is an essential pre-requisite for the satisfactory operation and maintenance that the operating and
maintenance personnel are fully familiar with the design and that the said personnel have received
thorough training in operating and maintaining the machine/unit/equipment. It is further essential for
the safe operation of the machine/unit/equipment that personnel has read, understood and followed
the safety instructions contained in the manual.

In case of any conflict between terms and conditions of this manual and the contract specifications,
drawings, instruction sheets or any other contract-related documents, the contract
conditions/documents shall prevail. The contract specific conditions/documents shall apply in priority.

ZKTeco offers no warranty, guarantee or representation regarding the completeness of any information
contained in this manual or any of the amendments made thereto. ZKTeco does not extend the
warranty of any kind, including, without limitation, any warranty of design, merchantability or fitness
for a particular purpose.

ZKTeco does not assume responsibility for any errors or omissions in the information or documents
which are referenced by or linked to this manual. The entire risk as to the results and performance
obtained from using the information is assumed by the user.

ZKTeco in no event shall be liable to the user or any third party for any incidental, consequential,
indirect, special, or exemplary damages, including, without limitation, loss of business, loss of profits,
business interruption, loss of business information or any pecuniary loss, arising out of, in connection
with, or relating to the use of the information contained in or referenced by this manual, even if ZKTeco
has been advised of the possibility of such damages.

This manual and the information contained therein may include technical, other inaccuracies or
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typographical errors. ZKTeco periodically changes the information herein which will be incorporated
into new additions/amendments to the manual. ZKTeco reserves the right to add, delete, amend or
modify the information contained in the manual from time to time in the form of circulars, letters, notes,
etc. for better operation and safety of the machine/unit/equipment. The said additions or amendments
are meant for improvement /better operations of the machine/unit/equipment and such amendments
shall not give any right to claim any compensation or damages under any circumstances.

ZKTeco shall in no way be responsible (i) in case the machine/unit/equipment functions due to any
non-compliance of the instructions contained in this manual (ii) in case of operation of the
machine/unit/equipment beyond the rate limits (iii) in case of operation of the machine and equipment
in conditions different from the prescribed conditions of the manual.

The product will be updated from time to time without prior notice. The latest operation procedures
and relevant documents are available on http://www.zkteco.com.

If there is any issue related to the product, please contact us.

ZKTeco Industrial Park, No. 32, Industrial Road,
Tangxia Town, Dongguan, China.

+86 769 - 82109991

+86 755 - 89602394

For business related queries, please write to us at: sales@zkteco.com.

To know more about our global branches, visit www.zkteco.com.
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ZKTeco is one of the world’s largest manufacturer of RFID and Biometric (Fingerprint, Facial, Finger-vein)
readers. Product offerings include Access Control readers and panels, Near & Far-range Facial
Recognition Cameras, Elevator/Floor access controllers, Turnstiles, License Plate Recognition (LPR) gate
controllers and Consumer products including battery-operated fingerprint and face-reader door locks.
Our security solutions are multi-lingual and localized in over 18 different languages. At the ZKTeco
state-of-the-art 700,000 square foot ISO9001-certified manufacturing facility, we control manufacturing,
product design, component assembly, and logistics/shipping, all under one roof.

The founders of ZKTeco have been determined for independent research and development of
biometric verification procedures and the productization of biometric verification SDK, which was
initially widely applied in PC security and identity authentication fields. With the continuous
enhancement of the development and plenty of market applications, the team has gradually
constructed an identity authentication ecosystem and smart security ecosystem, which are based on
biometric verification techniques. With years of experience in the industrialization of biometric
verifications, ZKTeco was officially established in 2007 and now has been one of the globally leading
enterprises in the biometric verification industry owning various patents and being selected as the
National High-tech Enterprise for 6 consecutive years. Its products are protected by intellectual
property rights.

This manual introduces the operations of ZKBio CVSecurity.

All figures displayed are for illustration purposes only. Figures in this manual may not be exactly
consistent with the actual products
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Document Conventions

Conventions used in this manual are listed below:

GUI Conventions

Convention Description
Bold font Used to identify software interface names e.g. OK, Confirm, Cancel.
S Multi-level menus are separated by these brackets. For example, File > Create >
Folder.
Convention Description
<> Button or key names for devices. For example, press <OK>.
(1 Window names, menu items, data table, and field names are inside square brackets.
For example, pop up the [New User] window.
Multi-level menus are separated by forwarding slashes. For example,
/ .
File/Create/Folder.

Symbols

Convention Description

'S This represents a note that needs to pay more attention to.

The general information which helps in performing the operations faster.

LIS

‘\% The information which is significant.
@ Care taken to avoid danger or mistakes.
Q The statement or event that warns of something or that serves as a cautionary
example.
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Installation And Login

Operating Environment Requirements

Category Minimum Configuration Requirements

CPU Core i5 quad-core with a clock speed of 2.8 GHz or higher

RAM Not less than 8 GB

Hard Disk l;l;éflsss than 500GB (the remaining space of the system disk is more than
(ON) Windows 7/8/8.1/10/11, Windows Server 2008/2012/2016/2019/2022/2025

Intel integrated graphics, video memory greater than 2.0G (Intel® HD

Graphics Card Graphics 530 and above recommended)

At least one network card, the recommended network speed is not less than

Network Card 1000Mbit/s

At least 21.5 inches, and the best resolution of the monitor is recommended:
Monitor 1920 * 1080.

It is recommended to set the display resolution to 1920 * 1080. Using other

resolutions may cause the interface to be abnormal.

Support Chrome33+ (recommended)/Firefox27+/Explorer11+/Microsoft
Browser

Edge 89+
Table 1-1

The number of live channels supported under the minimum configuration requirements:

Resolution Configuration a (H.264 format) Configuration a (H.265 format)
CIF (512K) 38 38
4CIF/D1 (2M) 22 22
720P (2M 25fps) 10 10
1080P (4M 25fps) 6 6
Table 1-2

In the video preview window, you can view the system CPU or memory usage in real time. If the CPU
reaches 80%, it is not recommended to increase the video preview window, which will cause the video
stream to freeze; if the CPU has reached 80% and the video window does not meet the actual
application, the system configuration needs to be improved.
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1.2 System Installation

Step 1: Obtain the installation package.
Instruction:

Before installing the software, it is recommended to close the anti-virus software in the system to avoid
failing the environment detection. If the antivirus software detects abnormality, you can also choose to
ignore it.

After running the application, there will be a few seconds of detection process, please be patient.

Step 2: Right-click the installation package installer, choose to run as an administrator, and the
environment detection tool will automatically perform system environment detection. If an
abnormality is detected during the installation process, the interface will give a prompt. The user can
refer to the prompt information to repair, and re-test after repairing until all the test items are passed
before proceeding to the next Step.

(9 Environmental testing tool X

Done
Continue}
~/ An admin user? Passed
+/ Environment variables test Passed
/" Software conflicts test Passed
+/ Service port test Passed
+/ Antivirus software test Passed
+ Compatibility test Passed
+/ System memory available Passed

Figure 1-1
Step 3: If the detection is normal, click Continue.

Step 4: Select "l agree to this agreement (A)" and click Next.
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Figure 1-2

Step 5: After configuring the server port and other parameters, click Next.

Instruction:

The default port is 8098, and the Adms service port defaults to 8088.

If the port is occupied, please modify the port number manually. When modifying, try to avoid the
occupied ports in the system, and can not overlap with the database port 5442, Redis port 6390, and 21

and 80 ports.

Check "Add firewall exception to this port" to prevent Windows Firewall from blocking the program

from running.
The https protocol is used by default.

(7] Setup - ZKBio CVSecurity

iJZKBio CVSecurity

Please enter a valid port from 10-65535 (except 21,80,6390 and 5442)

Web Port 8098 Adms Port s0ss

Add exception to the firewall Use https

Figure1-3
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Step 6: After setting the installation directory, click Next.

Instruction:

The default installation path is C:\Program Files\ZKBioCVSecurity. You can also click Browse to
customize the installation path. Please follow the interface prompts to ensure that the selected

installation path has enough disk space.

l?; Setup - ZKBio CVSecurity

»

[)ZKBio CVSecurity

o 4 7T

a g

—— |
Setup will install ZKBio CVSecurity into the following folder.
C:\Program Files\ZKBioCVSecurity | Browse... < Back Cancel
At least 1,729.0 MB of free disk space is required.
Figure 1- 4

Step 7: After setting the backup file storage path, click Next.

Instruction:

The system scans the entire disk by default, locates the drive letter with the largest free space, and

creates a new SecurityDBBack folder. You can also click Browse to
backup file.

® Setup - ZKBio CVSecurity

(JZKBio CVSecurity

Backup document path
E:\SecurityDBBack

Al < Back

Figure1-5
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Step 8: Select the modules needed for your project, then click Next

(1) Setup - ZKBio CVSecurity

>
0
0 3
(1]
0 o
w0
AN

Advanced Access

Elevator
Visitor

Parking

[ ar IRC OO OO O OO

Attendance
Intelligent Video
Intelligent Scene
WhatsApp

Service Center

Facial Consumption

Video Intercom

(] AD Integration
(J LED

(J Middle Table
| (J Line Integration
[J FaceKiosk
() IC Card Consumption
(J Patrol
(O Locker
(] Entrance Control
() Intrusion Alarm
(O sMs

) Arteco&C2P Integration

e | o | [ ]

Figure 1- 6

Step 9: After the installation is complete, you will be prompted whether to restart the computer
immediately (the default is "Yes"). Click Finish to restart the computer to complete the software

installation.

Instruction:

After the software installation is complete, it will take a long time (about 2 minutes) for the service to
start up. Please wait patiently for the service to start and then complete the operation.

Step 10: Enter the login page as shown in figure below, log in to the system.

Page |23

1JZKBio CVSecurity

User Login

The irial period will expire after 53 day(s). Activate Mo
-

admin

Forget Password?
Gopyright © 2021 ZTEGE C0., LTD. Al nghts recervisd
Figure 1-7
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1.3 Self-service License Reset

In general, the software license and the client's server correspond to each other, which means that
once a license has been registered, it cannot be used on any other server. However, in special cases,
customers may need to perform server migration. For example, if the performance of the original server
is too low or if the original server is being damaged, etc., the customer needs to migrate the license to
the new server.

At this point, customers can utilize the self-service license reset function, which enables users to reset
the license associated with the original server and reactivate it on the new server. This not only
enhances the efficiency of license migration but, more importantly, eliminates the need for users to
purchase new licenses.

1.3.17 Online Deactivation + Online Activation

® Description:

Deactivate the original server online, and activate the new server online.

® Preconditions:

Both original server and the new server are being connected to the network.
@ Steps:

1.Click Admin > About > Online Deactivation.

About
i bt oA LSOO L S B2 DA Ad ARy SR AN Erseneie s
Expiration
Date

item Status Available/Total Points

Access Activated 10/10D00r(s)(include max 15 PULL Device(s)) 2023-02-11
Elevator Activated 22Devicets) 2023-02-11
— e 5/5T8A Device; 0/0Parking LPR Camera, 5/5Access Conirol Door, 0/0Face Kiosk. 5/51VS —
attendance; 5/5Channel attendance

Visitor Trial 2Entries 2000VisitorsMonth 2003-03-04
Parkng(LPR)  Activated 02Points 2023-02-11
Patrol Trial 8/8Points 2023-03-04
Smart video
A Trial 51/64Channel(s) 2023-03-04
Gonsumption Aclivated 2/2Points 2023-02-11
Enirance Control  Adlivated 20Points 2003-02-11
FaceKiosk Trial 22Points 2023-03-04
Intrusion Trial 2/2Points 2023-03-04
Locker Trial 1010Foints 2003-03-04
Activation
Online Activation Offline Activation Online Update Cancel
Deactivate License

Offline Deactivation
Reinstall the system
Export existing license  Lmport an existing license

The browsers we recommended
Internet Explorer11+/Firefox27+/Chrome33+/Edge

ZKT-_"B Copyright @ 2023 ZKTECO CO., LTD. All rights reserved.

£

Figure 1- 8 Online Deactivation

2.Click OK.
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Deactivate License

A\ Are you sure you want to deactivate the license? After
deactivating the license, the curent license will be cancelled
‘and the old license "- License. xmi” file cannot be re
imported for use. You can use the new "- SN. xmi” file to
reactivate he local software or software installed on oiher
computers

o IR

Figure 1- 9 Online Deactivation Confirm.

3.Click Download, then a license file with a suffix of SN.xml will be downloaded.

Deactivate License

A\ Plsase click to download the reset license file, which can
be used o reactivate software on other computers!

A\ After downloading, the license of the current software
will be cancelled!

[“aa

Figure 1- 10 Online Deactivation File Download.

4.Save the license file with a suffix of SN.xml you just downloaded.
£ ZKTECO-SN.xml

5.Log in to a new server.

6.Click Admin > About > Online Activation. Fill in the relevant information, then click on Browse to
upload the file you got from previous step with the SN.xml suffix

Page | 25 Copyright © 2025 ZKTECO CO., LTD. All rights reserved.
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JZKBio CVSecurity
Version 7KBio CVSecurlty 2.0 0 SNAPSHOT Details Package Bits 64
License Information Details
Expiration
Date
Access Trial 50/50D00r(z)(Include mas 15 PULL Device(s)) 2023-03-04
Elevator Trial 1HDevice(s) ' 20230304
_— i SI5T8A Devic; 00Parking LPR Camers; 55Access Conlrl Door 00Face Kioskc 55IVS
attendance; 5/5Channe! attendance
Visitor Trial 212Eniries 2000VisitorsiMonth 2003-03-04

Item Status Available/Total Points

Parking({LPR} Trial 0/2Points 2023-03-04

Patrol Trial ‘8/2Points 2023-03-04
Smart video |
et Trial 51/64Channel(s) 2023-03-04
Consumption | Trial 2/2Points 2023-03-04
Enfrance Control | Trial 22Points 2023-03-04
FaceKiosk Trial 2/2Points 2023-03-04
Intrusion Tral 212Points 2023-03-04
Locker Trial 10/10Points 2023-03-04
Activation '

[[Cnline Activation ] offiine
Reinstall the system
Import an existing_license

The hrowsers we recommendad

ZKT=z  Copyight© 2023 ZKTECO CO., LTD. Allrights reserved.

Figure 1- 11 Online Activation

Online Activation
EC
langola v
\
\
Financial
\
Mobile
‘Phone
Emai’
Address®
Dealer Name”
The Serial Number File™ Not Uploaded
-
A\ Prease select a file with the name * -SN* xmi
A\ if oniine activation faiks, please check the nefwork and try again or
use offline activation
click here to jump to offine activation

Figure 1- 12 Online Activation Confirm

7.The activation is successful. The following is the successful activation interface:
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JZKBio CVSecurity
Version ZKBio CVSecurity 2.0 0 SNAPSHOT Details Package Bits 64
License Information ( License ID : 22828  Authorized Company: ZKTECO ) Details
Expiration
Date
Access Activated 10/10Door(sKInclude max 15 PULL Device(s)) 2023-02-11
Elevator Activated ‘2/2Device(s) 2023-02-11
|5/5T&A Device; 0/0Parking LPR Camers; 5/5Access Control Door, 0/0Face Kiosk. 5/5IVS

Attendance Trial 2023-03-04
attendance; 5/5Channe! attendance

Item Status Available/Total Points

Visitor Trial |2/2Entries 2000VisitorsiMonth 2023-03-04
Parking(LPR) Activated 0/2Points 2023-02-11

Patrol Trial 8/2Points 2023-03-04
Smart video

i Trial 51/64Channel(s) 2023-03-04
Consumption Activated 2/2Points 2023-02-11
Entrance Control  Activated 2/2Points 2023-02-11
FaceKiosk Trial .ZEPaiﬂh: 2023-03-04
Intrusion Trial 2/2Points 2023-03-04
Locker Trial 10/10Points 2023-03-04
Activation

Online i Offline ivati Online Update  Cancel

Deactivate License

Online Offline D

Bainetall tha cuetam

Copyright © 2023 ZKTECO CO., LTD. All rights reserved.

Figure 1- 13 License Activation Succeeded

1.3.2 Offline Deactivation + Online Activation

® Description:

Offline deactivate the original server, and then online, activate the new server.

® Preconditions:

The original server is not connected to the network, while the new server is connected to the network.
@ Steps:

1.Click Admin > About > Offline Deactivation.

About
i mn e i U TSR A VAR ot s RISy AT ST
Expiration
Date
Access Activated 10/10Door(s)(Include max 15 PULL Device(s)) 2023-02-11
Elevator Activated 2/2Device(s) 2023-02-11
p—— - S/5T8A Device; 0/0Parking LPR Camera; 5/5Access Control Door, 0/0F ace Kiosis 5/51VS .
attendance; 5/5Channel attendance
Visitor Trial 2/2Entries 2000VisitorsiMonth 2023-03-04
Parking(LPR) Activated 0i2Points 2023-02-11
Patrol Trial 8iePoints 2023-03-04
Smart video |

item Status Available/Total Points

Trial 51/64Channel(s) 2023-03-04
surveillance

Consumption Activated 212Points 2023-02-11
Entrance Control  Activated 2/2Points 2023-02-11
FaceKiosk Trial ‘2/2Points 2023-03-04
Intrusion Trial |2/2Points. 2023-03-04
Locker Trial 10/10Points 2023-03-04
Activation

Online Activation ~ Offline Activation ~ Online Update  Cancel

Deactivate License

Reinstall the system

Export existing license Import an existing license
The browsers we recommended

Internet Explorer11+/Firefox27+/Chrome33+/Edge

Copyright @ 2023 ZKTECO CO., LTD. All rights reserved.

Figure 1- 14 Offline Deactivation
2.Click OK.
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Deactivate License

A\ Are you sure you want o deactivate the license? After
deactivating the license, the current license will be cancelled
‘and the old license "- License. xmi” file cannot be re
imported for use. You can use the new "- SN. xmi” file to
reactivate he local software o software installed on oiher
computers

o I

Figure 1- 15 Offline Deactivation Confirm

3.Click Download, and then a license file with a suffix of BackActi.xml will be downloaded.

Deactivate License

A\ Please click o download the deactivation cerfiiicate file,
which needs to be sent fo the relevant product supplier for
license resett

A\ Afer downioading, the license of the current software
will be cancelled!

| cam

Figure 1- 16 Offline Deactivation File Download

4.Save the license file with a suffix of BackActi.xml that you just downloaded.
& ZKTECO-BackActi xml

5.0pen the ZKBio CVSecurity License Deactivate page.
Web Link: ZKBio CVSecurity License Deactive (zkteco.com)

Page | 28 Copyright © 2025 ZKTECO CO., LTD. All rights reserved.
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Investor Relations  About Us  News Center  Contacl Us Q{:\\} Language/Region .\; Login Register

Smart Identity Smart Entrance Control  Smart Office  Green Label Armatura Solution Case Technology Support Q

ZKBio CVSecurity License Deactive

SN File BackActi File

Notes
1. SN file and BackActi file need fo be uploaded at the same time to get the License file
2. Make sure SN hasn ' t beer
3. SN file f
4. BackActifi

5. Ensure that you are using a matching SN and BackActi file.

tivated by online mo
is XX-SNxml Plea:
ormal is XXX_BackActixmlit is ger

 in your software.
t SN file.

aled from software offline Deaclivation mode.

fact your s

Figure 1-17

6.Follow the instructions on the page to upload the SN file and the BackActi file downloaded in step 4
inturn.

Investor Relations  About Us  News Center Contact Us &3 Language/Region L Login Register

Smart Identity Smart Entrance Control Smart Office  Green Label Armatura Solution Case Technology Support Q

ZKBio CVSecurity License Deactive

Selected: 139011-ZKBioCV-L

icenseRest-50AC-2ELE-3VIS-S
N.xml

Selected: ZKTECO-BackActi.
xml

5. Ensure that you are using a matching SN and BackActi file

Figure 1-18

7.Click the Download button to download the activation file.

e ZKTeco-SN.xml

8.Log in to a new server.

9.Click Admin > About > Online Activation. Fill in the relevant information, then click on Browse to
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upload the file that you just got from previous step with the SN.xml suffix.

Online Activation
Continents* | Asia ~|
Country/Region” |China v
city* | Xiamen |
Company Name* ‘anoo |
Industry” | Utiity/Communication ~ |
Personnel* [0

Contacts” ‘Cham'llg |
Mabile |+86 | 17878481652

Phone |rea Cod||Phone | Exten|

Email* | charming gin@2Kteco.com |
Address* zaeco |
Dealer Name” |zEc0 |
The Serial Number Ll 22831-zkbiocv-russia-Sales-20230113-
File® 10AC-SN (1).xmi
A\ Please select a file with the name * -SN* xml
A\ 17 oniine activation fails, please check the nefwork and try again or
use offline activation
click here to jump to offline activation

o IR

Figure 1- 19 Information Filling and File Uploading

10. The activation is successful. The following is the successful activation interface:

JZKBio CVSecurity
Version ZKBio CVSecurity 2.0 0 SNAPSHOT Details Package Bits 64
License Information ( License ID : 22831  Authorized Company: ZKTECO ) Details
Expiration
Date
Access Activated 10/10D0or(sXInclude max 15 PULL Device(s)) 3023-01-13
Elevator Trial 1/1Device(s) 2023-03-04
e s | 5/5T&A Device: 0/0Parking LPR Camera: 5/5Access Control Door. 0/0Face Kioskc 5/51VS [
sttendance; 5/5Channe! atiendance
Visitor Trial | 2/2Entries 2000Visitors/Month 2023-03-04
Parking(LPR)  Trial 0/2Points 20030304 |
Patrol Trial 2/3Poinls 2023-03-04

Item Status ‘Available/Total Points

Smart video

i Trial 51/64Channelis) 2003-03-04
Consumption  Activated 20Points 30230112
Entrance Control  Trial 2/2Points 2023-03-04
FaceKiosk Trial 22Points 2023-03-04 |
Intrusion Trial 22Points 2003-03-04
Locker Trial 10110Points 2023-03-04
Activation

Online ion  Offline Activation  Online Update  Cancel

Deactivate License

Online Offline D

Bainetall tha cuetam

Z’(-'—E'Cﬂ Copyright © 2023 ZKTECO CO., LTD. All rights reserved.

Figure 1- 20 License Activation Succeeded

1.3.3 Online Deactivation + Offline Activation

® Description:

Deactivate the original server online, and activate the new server offline.

® Preconditions:

Original server is connected to the network, and the new server is not connected to network.
@ Steps:

1.Click Admin > About > Online Deactivation.
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About
i i i i i L TS B LIRS Tria A As CAmi gy £V TN Erkonteii'd
Expiration
Date
Access Activated | 10/0Door(s)Include max 15 PULL Device(s)) 2023-02-11
Elevator Activated 2/2Device(s) 20230211
— s 5/5T&A Device: 0/0Parking LPR Camera; 5/5Access Control Door; 0/0Face Kiosk: 5/5IVS .
attendance; 5/5Channel attendance
Visitor Trial 2/2Entries 2000VisitorsMonth 2023-03-04
Parking(LPR) Activated 0/2Points 2023-02-11

item Status Available/Total Points

Patrol Trial '8/3Points 2023-03-04

Smart video
Trial 51/64Channel(s) 2023-03-04
surveillance

Consumption Activated .EEF'cim:: 2023-02-11

Enirance Centrol  Activated 20Points 2003-0-11
FaceKiosk Trial :Iﬂpﬂll“i 2023-03-04
Intrusion Trial 2/2Points 2023-03-04
Locker Trial 10M0Points 2003-03-04
Activation
Online Activation  Offline Activat Online Update  Cancel
Deactivate License

Offline Deactivation

Reinstall the system

Export existing license  Import an existing license
The browsers we recommended
Internet Explorer11+/Firefox27+/Chrome33+/Edge

ZKT-z  Copyright® 2023 ZKTECO CO., LTD. Allrights reserved.

Figure 1- 21 Online Deactivation

2.Click OK.

Deactivate License

A\ Are you sure you want to deactivate the license? After
deactivating the license, the cumrent license will be cancelled
and the old license " License. xmf" fle cannot be re
imported for use. You can use the new "- SN. xmr" file to

reactivate the local software or software instalied on oiher
computers

T e

Figure 1- 22 Online Deactivation Confirm

3.Click Download, and then a license file with a suffix of SN.xml will be downloaded.

Page | 31 Copyright © 2025 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity

User Manual

Deactivate License

A\ Please click to download the reset license file, which can

be used to reactivate software on other computers!
A\ Ater downloading, the license of the current software
will be cancelled!

o

Figure 1- 23 Online Deactivation File Download

4.Save the license file with a suffix of SN.xml you just downloaded.

eIKTECD—SN ol

5.Log in to a new server.

6.Click Admin > About > Offline Activation. Fill in the relevant information, then click Browse to upload

the file that you just got from the previous step with the SN.xml suffix.

" .

((JZKBio CVSecurity

Version ZKBio CVSecurity 2.0.0_SNAPSHOT Details Package Bits 64
License Information Details

Item Status. Available/Total Points

Access Trial 47/50Door(s)(Include max 15 PULL Devica(s))
Elevator Trial 1HDevica(s)
5/5T8&A Device; 0/0Parking LPR Camera; 5/5Accass Control Doar, 0/0F ace Kiask: 5/51VS

attendance; 5/5Channel attendance

Attendance Trial

Visitor Trial 1i2Entries 2000Visitors/Month
Parking(LPR) Trial 1/2Peints

Patrol Trial 8/8Points

Smart video

L Trial 62/64Channel(s)

Entrance Control  Trial 2/2Points

FaceKiosk Trial 2/2Points

Intrusion Trial 2/2Points

Locker Trial 10/10Points

Online ivatir | Offline Activati I

Reinstall the system

Import an existing license
The browsers we recommended

Intamnat Fynlorert1 +iFirafox?7+/(Chrma33+Fdoa

ZIK T=ca  Copyright ©2023 ZKTECO CO., LTD. All rights reserved.

Figure 1- 24 Online Activation

Expiration
Date

12023-03-06
12023-03-06

2023-03-06

12023-03-08

2023-03-08
2023-03-06

12023-03-06

120230306

2023-03-06

12023-03-06
2023-03-06
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Offine Activation
Continents* |
Country/Region® N
o I
Company Name* |zxTECO

Industry” | utityCommunication +
Personnel* 100

\

|

|

Contacts | Chaming |
|+86 | 1raTmasies? |
|

|

|

\

| area cog||Phone [Exten|
| chaming gin@zkteco com .
Address* |zxECO |
Dealer Name” |2xTECO
The Serial Number [T ZKTECO-SNaxml
File*
A\ Prease select a file with the name * -
SNl

| cane

Figure 1- 25 Information Filling and File Uploading

7.Click Download, then a license file with a suffix of upk.xml will be downloaded.

A\ The tile ne2os 1o be sent 1o Ie relevant Suppiers to generate
returns activation code fles!

K oo |

Figure 1- 26 Offline Activation File Download
8.Save the license file with a suffix of upk.xml that you just downloaded.
€ ZKTECO lic_upkaxml
9.Go to the website to create the xxx-License.xml file:

Web Link: ZKBio CVSecurity Offline Activation License (zkteco.com)

€ 22828-7KBioCV-HQ-Sales-20230111-#m 28L8-2Park-License.xml

10. Back to the the new server, click Admin > About > Offline Activation > Yes, and upload the file that
you just got from previous step with the License.xml suffix
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Offline Activation

Do you have an existing license file whose format is "*-license” xml?

@ Yes

O No

Figure 1- 27 Offline Activation File Upload

11. The activation is successful. The following is the successful activation interface:

((JZKBio CVSecurity
Version ZKBio CVSecurity 2.0.0 SNAPSHOT Details Package Bits 64
License Information ( License ID © 22831 Autnorized Company: ZKTECO ) Details
Expiration
Date
Access Activated 10/10Door(s){Include max 15 PULL Device(s)) 3023-01-13
Elevator Trial .111 Device(s) 2023-03-04
s i 5/5T&A Device; 0/0Parking LPR Camera, 5/5Access Control Door, 0/0Face Kiosk; 5/5IVS ety
aftendance; 5/5Channel atiendance
Visitor Trial 2/2Entries 2000Visitors/Month 2023-03-04
Parking(LPR} Trial 02Points 2023-03-04

item Status Available/Total Points

Patrol Trial 8/3Points 2023-03-04

Smart video

Siivaliana Trial 51/64Channel(s) 2023-03-04
Consumption Activated 3/3Paints 30230143 |
Enirance Control  Trial 20Points 2003-03-04
FaceKiosk Trial 22Points 2023-03-04
Intrusion Trial 2/2Points 2023-03-04
Locker Trial 1010Points 2023-03-04 |
Activation

Online il Offline ivati Online Update Cancel

Deactivate License

Online Deactivation  Gffline D

Rainetall tha suetam

ZK"'E:‘., Copyright @ 2023 ZKTECO CO., LTD. All rights reserved.

Figure 1- 28 License Activation Succeeded

1.3.4 Offline Deactivation + Offline Activation

® Description:

Offline deactivate original server, and then offline activate the new server.
® Preconditions:

Both original server and new server are not connected to the network.

@ Steps:

1.Click Admin > About > Offline Deactivation.
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About
i bt oA LSOO L S B2 DA Ad ARy SR AN Erseneie s
Expiration
Date

item Status Available/Total Points

Access Activated 10/10D0or(s)(Include max 15 PULL Device(s)) 2023-02-11

Elevator Activated .ZEDE\HDE(SH 2023-02-11
i s 5/5T&A Device; 0/0Parking LPR Camera, 5/5Access Control Door; 0/0F ace Kiosk; 5/51VS SRR
attendance; 5/5Channel attendance
Visitor Trial |2/2Entries 2000VisitorsMonth 2023-03-04
Parking(LPR) Activated ‘Di2Points 2023-02-11
Patrol Trial ‘a/3Points 2023-03-04
Smart video [
e Trial 51/64Channel(s) 2023-03-04
Consumption Activated 212Points 2023-02-11
Entrance Conirol  Activated 2[2Points 2023-02-11
FaceKiosk Trial ‘2/2Points 2023-03-04
Intrusion Trial ‘2/2Points 2023-03-04
Locker Trial .104'1I)Pl)illk 2023-03-04
Activation
Online Activation ~ Offline Activation ~ Online Update  Cancel
i License
Online ivati | Offline D ivatis I
Reinstall the system
Export existing license Import an existing license
The browsers we recommended
Internet Explorer11+/Firefox27+/Chrome33+/Edge

ZKT"'«:B Copyright @ 2023 ZKTECO CO., LTD. All rights reserved.

Figure 1- 29 Offline Deactivation
2.Click OK.

Deactivate License

A\ Are you sure you want to deactivate the ficense? After
‘deactivating the license, the current license will be cancelled
and the old license "™ License. xmI" file cannot be re

imported for use. You can use the new " SN xmI" file to
reactivate the Iocal software or software installed on other
computers

| cance

Figure 1- 30 Offline Deactivation Confirm

3.Click Download, and then a license file with a suffix of BackActi.xml will be downloaded.
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Deactivate License

A\ Please click to download the deactivation ceriificate file,
‘which needs to be sent to the relevant product supplier for

license resett
A\ Afer downioading, the license of the current software:
will be cancelled!

o |

Figure 1- 31 Offline Deactivation File Download

4.Save the license file with a suffix of BackActi.xml you just downloaded.
& ZKTECO-BackActi xml

5.0pen the ZKBio CVSecurity License Deactivate page

Web Link: ZKBio CVSecurity License Deactive (zkteco.com)

Investor Relations  About Us  News Center  Contact Us @ Language/Region

1art Entrar ol SmartOffice Green Label Armatura Solution

8 Login Register

ZKBio CVSecurity License Deactive

SN File BackActi File

Download Cancel

Notes

1. SN file and BackActi file need to be uploaded at the same time to get the License file

2. Make sure SN hasn ' t been activated by online made before in your software.

3. SN file format is XX-SNxml Please contact your sales to get SN file.

4. BackActi file format is XXX_BackActixmlit is generaled from software offline Deaclivation mode.
5. Ensure that you are using a malching SN and BackActi file.

Figure 1-32
6.Follow the instructions on the page to upload the SN file and BackActi File.
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Investor Relations AboutUs News Center Contact Us @ Language/Region 8 Login Register

mart Identity Smart Entrance Control  Smart Office  Green Label Armatura Solution Case Technology Support ()

ZKBio CVSecurity License Deactive

Selected: 139011-ZKBioCV-L _ .
icenseRest-50AC-2ELE-3VIS-S pelecteds AKTEco BackActx

N.xml

Download Cancel

Notes

1.5N file and BackActi file need to be uploaded at the same time to get the License file.
2. Make sure SN hasn ' t been activated by online mode before in your software.

3.5N file format is XX-SN.xml,Please contact your sales to get SN file

4. BackActi file format is XXX_BackActixml,it is generated from software offline Deactivation mode. v

Figure 1-33

7.Click the Download button to download the activation file.
e ZKTeco-SN.xml

8.Log in to a new server.

9.Click Admin > About > Offline Activation. Fill in the relevant information, then click Browse to
upload the file that you just got from previous step with the SN.xml suffix.

((JZKBio CVSecurity

Version ZKBio CVSecurity 2.0.0_SNAPSHOT Details Package Bits 64

License Information Details

Expiration

Date

Access Trial 47/50Door(s)(Include max 15 PULL Device(s)) 2023-03-06

Elevator Trial 1/1Device(s) 2023-03-06

Amsndance i 5/5T&A Device; 0/0Parking LPR Camera; 5/5Access Control Door, 0/0Face Kiosk; 5/5IVS Soaiesiee
attendance; 5/5Channel attendance

Visitor Trial 1/2Entries 2000Visitors/Month 2023-03-06

Parking(LPR) Trial 1/2Pgints 2023-03-08

Patrol Trial 8/8Points. 2023-03-06

Smart video

Item Status Awailable/Total Points

Trial 62/84Channel(s) 2023-03-06
surveillance

Entrance Control | Trial 2/2Points 2023-03-06
FaceKiosk Trial 2/2Points 2023-03-06
Intrusion Trial 2/2Points 2023-03-06
Locker Trial 10/10Points. 2023-03-06
Activation

Online ivati Offline

Reinstall the system

Impott an existing license
The browsers we recommended
Internat Fxnlarerid+/Firefox?7+/Chrome33+/F dae

Copyright © 2023 ZKTECQ CO., LTD. Al rights reserved

Figure 1- 34 Offline Activation
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Continents™

Country/Region*

ciy*

Company Name*

Industry” | utityiCommunication + |
Personnel* 100 |

Contacts | Chaming |
|+86 | 1raTmasies? |

| area cog||Phone || Exten
| chaming ain@zkteco.com | .
|zxECO |
Dealer Name® |zkECO
The Serial Number [T ZKTECO-SNaxml
File*
A\ Prease select a file with the name * -
SNl

| cane

Figure 1- 35 Offline Activation Information Filling

10. Click Download, and then a license file with a suffix of upk.xml will be downloaded.

Offline Activation

| omine actiation fie sownioas.
A The file needs to be sent to the relevant suppliers to generate
retums activation code files!

ox i ey

Figure 1- 36 Offline Activation File Download
11. Save the license file with a suffix of upk.xml that you just downloaded.

€ ZKTECO lic_upkxml

12. Open the ZKBio CVSecurity Offline Activation License page.
Web Link: ZKBio CVSecurity Offline Activation License (zkteco.com)
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Investor Relations About Us  News Center Contact Us

p-
K

Smart Identity Smart Entrance Control Smart Office  Green Label Armatura Solution Case Technology Support Q

&1 Language/Region = Login Register

ZKBio CVSecurity Offline Activation License

SN file UPK file

Notes
1.5N file and UPK file need to be uploaded
SN

3. SN file format is XX-SN.xml,Plea:

2. Make 1" t been activated by online mc

your sales N file.

4, UPK file format is XX_upkxml,it ted from soft » offline activation mode.

5. Ensure that you are using a matching SN and UPK

Figure 1-37

13. Follow the instructions on the page to upload the files downloaded in step 7 and step 11 in turn.

Investor Relations  About Us  News Center Contact Us &5 Language/Region £ Login Register

Smart Identity Smart Entrance Control  Smart Office  Green Label Armatura  Solution Technology Support Q

ZKBio CVSecurity Offline Activation License

Selected: ZKTeco-SN.xml Selected: ZI:nTleco—llc_upk.x

Notes
1.SN file and

2. Make su

{ at the same time to get the License file.

y online m

efore in your software

3. SN file forrr Hur sales to get SN file.

4. UPK file format is XX_upkxmi,it is yted from software offline activation mode

5. Ensure that you are using a matching SN and UPK.
Figure 1- 38
14. Click the Download button to download the offline activation file.

{ 7ZKTeco-License.xml

15. Back to the the new server, click Admin > About > Offline Activation > Yes, and upload the file
that you just got from the previous step with the License.xml suffix.
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Do you have an existing license file whose format is "*-license” xml?

@ Yes

O No

Figure 1- 39 Offline Activation File Download Confirm

16. The activation is successful. The following is the successful activation interface:

((JZKBio CVSecurity

Version ZKBio CVSecurity 2.0.0 SNAPSHOT Details Package Bits 64

License Information ( License ID * 22831 Autnorized Company: ZKTECO ) Details
Expiration
Date

item Status Available/Total Points

‘Access Activated .1(!11I]DDBV(S}(EI!GIII‘JE max 15 PULL Device(s)) 3023-01-13
Elevator Trial 11Device(s) 2023-03-04
: 5/5T&A Device: 0/0Parking LPR Camera; 5/5Access Control Door, 0/0Face Kiosk: 5/5IVS
Attendance Trial 2023-03-04
attendance; 5/5Channel attendance
Visitor Trial 2/2Entries 2000VisitorsMonth 2023-03-04

Parking(LPR) Trial 0/2Points 2023-03-04

Patrol Trial 8/3Points 2023-03-04

Smart video
Siiveliaaa Trial 51/64Channel(s) 2023-03-04
Consumption Activated 212Points 30230113
Enirance Control  Trial 22Foints 2023-03-04
FaceKiosk Trial 2/2Points 2023-03-04
Intrusion Trial 2/2Points 2023-03-04
Locker Trial 1010Points 2023-03-04
Activation

Online Activati Offline Activati Online Update

Deactivate License

Online ivati Offline D

Rainetall tha suetam

ZKT-- Copyight®2023 ZKTECO CO., LTD. Allrights reserved.

Figure 1- 40 License Activation Succeeded
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2 Personnel

Before using the other functions, please configure the personnel system: Personnel and Card
Management.

()ZKBio CVSecurity %

m Degariment Name Parsomel 1D Name Moer Q@

Department
FigE ORefresh T New s Personnel Adjustments ~ @ Delete = T Export = 3 import ~ - More =
Position
[ Department Name(14) Personnel ID First Name Last Name Department Name ~ Card Number Verification Mode  Create Time Operations
Dismissed Personnel
[ Development(5) B
= M 1 tan! OP1 Department Name 123123232 Be&’ 2022-07-22 08:38:21 £ W
Pending Review B hi(1) = g &
i A “ B tess(0) 8527 Department Name 1139274691 =] 20220726 02:38:20 £ W
» D testd(0)
List Library » [ test?(0) 2 taf Department Name 2022-07-26 02:38:20 £ W
Parameters 866 chen Department Name 2022-07-26 023820 £ W
9999 K-TEST Department Name IH 2022-07-21 00:23:45 £ W

Figure 2- 1 Personnel

2.1 Personnel Management

Personnel Management includes these modules: Person, Department, Position, Dismissed Personnel,
Pending review, Custom Attributes, List Library, and Parameters.

® Operating Procedures:

This operation process is suitable for guiding users how to configure and manage the basic personnel
organization after the system is installed.

The flow of personnel organization configuration is shown in figure below.

Create
Department

Create
Position

Create
Personnel

Figure 2- 2 Flowchart of Personnel Configuration
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Person

When using this management program, the user shall register personnel in the system, or import
personnel information from other software or documents into this system.

Main functions of Person include Refresh, Add (New), Personnel Adjustments, Delete, Export, Import,
and more.

Add Personnel (New)

Click Personnel > Personnel > New.

New x
Personnel ID* 3 Department” Department Name .
First Name Test Last Name dacsdsd|
Gender s & Mabile Phone
|
Certificate Type - Certificate Number
Birthday Email
Hire Date Position Name -
Device Verification Password Card Number [=2]
Biometrics Type FO ‘WhatsApp
APP Push
4 Access Control Time Attendance Elevator Control Plate Register Passage Setting FaceKiosk Locker Setting Vidi ¥
Levels Settings Superuser No -
General
Device Operation Role Ordinary User .
test
CBD.07 Extend Passage
Access Disabled
Set Valid Time
Add Select All Unselect All
Cancel

Figure 2- 3 Add Personnel New
® Fields are as follows:
2z Notes:(Personnel ID)

When configuring a personnel number, check whether the current device supports the maximum
length and whether letters can be used in personnel ID.

To edit the settings of the maximum number of characters of each personnel number and whether
letters can also be used, please click Personnel > Parameters.

Parameter Description

Default maximum support for 9 digits; if you need to support more digits or
Personnel ID .

letters for IDs, please go to the Parameter menu to configure.

Select from the pull-down menu and click OK. If the department was not set
Department

previously, only one department named Company Name will appear.
First Name/Last Name | The maximum number of characters is 50.

Gender Set the gender of personnel.
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Parameter

Mobile Phone

Certificate Type

Certificate Number
Birthday

Email

Hire Date

Position Name

Device Verification
Password

Card Number

Biometric Type

WhatsApp

APP Push

®Biometric Type:

Description

If you need to send a short message to this person, check the mobile phone box
and select the option to send the message.

Modem - SMS: A modem SMS is a dedicated device that connects to your PC or
server, allowing you to send and receive SMS messages.

AWS - SMS: AWS SMS is a managed service that delivers messages from
publishers to subscribers.

Mobile Phone 232142423437

There are four types of certificates: ID, Passport, Driver License and Others.
Select one to upload.
Enter certificate number.

Input employee’s actual birthday.

To send an email notification to this person, simply check the box and enter the
available email ID of the individual.

Email popy.xiao1@zkteco.com

It is the date on which the personnel are appointed. Click to select the date.

Set a suitable name for the position. Any character, maximum combination of
100 characters. Position names should not be repeated.

Set password for personnel accounts. It can only contain up to 6-digits. If a
password exceeds the specified length, the system will truncate it automatically.
It cannot be the same with others password and the duress password.

The max length is 10, and it should not be repeated.

ZKBio CVSecurity
Integration ACMS-

Card Number &

WhatsApp Issue Card from Device

Mobile Credentials

For more details on Mobile Credentials please refer to the documentation.

Click on icon ¥ to register the person Fingerprints, Finger Vein, Palm, Face

registration . Click on icon © to view Biometric template details and resgistered
person face comparison photos and Plam comparison photos.

Please enter your WhatsApp account number, and check the box to send
WhatsApp messages to this person.

WhatsApp

After verification, an app message notification will be sent to this

person APP Push

Table 2- 1 Personnel ID

This part introduces the Steps of personnel biometric registration in ZKBio CVSecurity. The registered
biometric data can be used for verification and identification of Access Control, attendance, and other

equipment.

Biometric registration includes fingerprint, finger vein, palm registration and face registration.
Since the interfaces of fingerprint registration and finger vein registration are similar, fingerprint
registration and palm print registration are used as examples to illustrate the operation process.

® Description:

The server side of the box does not support external "palm meter, finger vein meter" to collect
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biometric templates, and the fingerprint reader is only supported by the "Live20R" model.
® Preconditions:

On the computer terminal where the administrator registers the personnel information, connect the
fingerprint reader device through the USB port.

® Steps:
Step 1:In the Personnel module, choose Personnel Management > Person.

Step 2: Click Add with the mouse, and the interface for adding personnel will pop up.

Step 3: On the interface for adding personnel, click the nE button.

Step 4: (Optional) If the driver is not installed, click the icon to pop up the registration and driver
download box, download the driver, and complete the installation.

Step 5: After the driver is installed, fingerprint registration can be performed, as shown in figure below.

Register *

14 Fingerprint Finger Vein Palm registration Face Re »

Fingerprint Scanner Remote Registration

Duress Fingerprint

Figure 2- 4 Biometric Type

Step 6: Select the fingers respectively, press the fingerprint on the connected fingerprint reader three
times in a row, and the system prompts the fingerprint to be registered successfully.

Step 7: Click OK to save and close the fingerprint registration interface.
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Details Information:

Click this ©

B

iometric Template
Type
Fingerprint

Near Infrared Face

Finger Vein

Palm Vein

Visible light palm

1

Visible Face

Iris

Face Comparison Photo

l w

button to view the details of Biometric Templates or upload a facial photo.

Details Info x

Biological Template
Quantity

Biometric Template
Version

Palm Comparison Photo L4

Close

Figure 2- 5 Biometric Details

Face Comparison Photo

Click on Browse to upload a facial photo; you can cIick{EI to view the specifications for the photo.

Biometric Template

Type
Fingerprint
Near Infrared Face
Finger Vein
Palm Vein
Visible light palm
Visible Face

Iris

1 Face Comparison Phg

Page |45

Example Pic

Error Example:

-t

Excessive
Smile(excessive
smile)

-.I. !. _.

Comply the following requirements:

1. White background with dark-coloured apparel.

2. Electronic photos are in JPG, PNG, JPEG file format, the recommended pixel
range: 4807640 < pixel < 1080*1920;

3. The captured person should be eyes-open and with clearly seen iris.

4. Plain face or smile is preferred, showing teeth is not preferred.

5. The capture person should be clearly seen, natural in color, and without image
obvious twist, no shadow, light spot or reflection in face or background, and

appropriate contrast and lightness level.

m

Face too

Light too dim

Small(resolution is too

small)

Figure 2- 6 Face Photo
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® Access Control:

Click Access Control parameter for the personnel.

4 Access Control Time Attendance Elevator Control Plate Register Passage Setting FaceKiosk Locker Setting Vidi ¥
Levels Settings Superuser No -
General
Device Operation Role Ordinary User -
test
Extend Passage
CBD-07
Access Disabled
Set Valid Time
Add Select All Unselect All
Cancel

Figure 2- 7 Access Control

Fields are as follows:

Parameter Description

Level settings Click Add, then set passage rules of special positions in different time zones.

In access controller operation, a super user is not restricted by the regulations
Superuser on time zones, anti-passback and interlock and has extremely high door-
opening priority.

Device Operation

Select administrator to get its levels.
Role

Extend Passade Extend the waiting time for the personnel through the access points. Suitable
9 for physically challenged or people with other disabilities.
Temporarily disable the personnel’s access level.Only InBio Pro Controller

Access Disabled
supported

Set Temporary access level. Doors can be set to open only within certain time

Set Valid e periods. If it is not checked, the time to open the door is always active.

Table 2- 2 Access Control
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Add to Levels *x
Level Name Time Zone a2 |
Alternative Selected(0) |
Level Mame Time Zone Level Name Time Zone
|
[ K-Test 24-Hour Accessible
multibio multibio ==
>
test 24-Hour Accessible
=
-
No data
1-3 50 rows per page
Cancel
Figure 2- 8 Level Settings
& Note:

1.The system will automatically search for the relevant numbers in the departure library during
verification.

2.The Personnel Information List, by default, is displayed as a table. If Graphic Display is selected,
photos and numbers will be shown. Put the cursor on a photo to view details about the personnel.

3.Not all devices support the “Disabled” function. When a user adds a device, the system will notify the
user whether the current device supports this function. If the user needs to use this function,
please upgrade the device.

4.Not all the devices support the “Set Valid Time” function of setting the hour, minute, and second.
Some devices only allow users to set the year, month, and day of the local time. When a user adds a
device, the system will notify the user whether the current device support this function. If the user
needs to use this function, please upgrade the device.

®Time Attendance:

Set the Time Attendance parameter for the personnel.

4 Access Control Time Attendance Elevator Control Plate Register Passage Setting FaceKiosk Locker Setting Vid »
Attendance Area Attendance Mode Nermal Attendance *
4 E5 Main Gate = -
Device Operation Role |Employee -
[ Tower A Gate
Verification Mode Fingerprint h

[F Tower B Gate
[ Main gate 2

[E Tower B Gate2
B cf

[E CBD-07 Gate

Cancel

Figure 2- 9 Time Attendance
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Fields are as follows:

Parameter

Description

You can set the staff attendance area as Normal Attendance and No Punch

Attendance Mode

Device Operation

Role

Verification Mode

® Elevator Control:

Required.

It will set the authority for operating the device and send it to the corresponding
device such as, Employee, Enroller, Administrator, and Superuser

You can set verification mode as following options: Automatic Recognition,
Fingerprint, PIN, Password, Card, Fingerprint/ Password, Fingerprint/Card,
PIN-+Fingerprint, Fingerprint+Password etc.

Table 2-3 Time Attendance

Click Elevator Control and set the Elevator Control parameter for the personnel.

4 Access Control

Levels Settings

Add

Time Attendance Elevator Control Plate Register Passage Setting FaceKiosk Locker Setting Vid ¥
Superuser MNo -
Default Floor -
Open Side | ——_ -
Call Type >
Allow Lifts -

Nonstop Operation
Access Disabled

Set Valid Time

Select All Unselect All

Cancel

Figure 2- 10 Elevator Control

Fields are as follows:

Parameter

Superuser

Default Floor

Open Side

Call Type

Allow Lifts

Nonstop
Operation

Access Disabled

Set Valid Time

Page |48

Description

In elevator controller operation, a super user is not restricted by the regulations on
time zones, holidays and has extremely high door-opening priority.

Select the floor that needs to be reached.

Select the elevator door opening direction based on actual conditions.only DCS
supported

Select different roles based on user permissions.only DCS supported
Allowed elevator cars, only supported by KONE; Mitsubishi elevator no supported.

Enabling this option will allow the elevator to directly reach the floor

Checking the box will disable elevator privileges for that person; only EC16 control
panel and DCS system supported.

Set Temporary Floor permission. Floor can be set to enable only within certain time
periods. If it is not checked, the time to open the door is always active.
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Table 2- 3 Elevator Control

&Note: The Elevator level must be set in advance.

® Plate Register:

Click Plate Register, set the plate control parameter for the personnel.

1 Access Control

License Plate

Time Attendance Elevator Control Plate Register Passage Setting FaceKiosk Personnel Detail »

Farking Space NMumber @

Cancel

Figure 2- 11 Plate Register

Fields are as follows:

Parameter
License Plate

Parking Space
Number

Description

The user needs to register the license plate.

Parking space number corresponding to the vehicle.

Table 2- 4 Plate Register

&sNote: Each personnel may register a maximum of 6 license plates.

® Passage Setting:

Click Passage Setting, set the Passage Setting parameter for the personnel.

1 Access Control

Levels Settings

General

Add

Time Attendance Elevator Control Plate Register Passage Setting FaceKiosk Personnel Detail »
Superuser No -
Device Operation Role | Ordinary User -
Select All Unselect All
Cancel

Figure 2- 12 Passage Setting

Fields are as follows:

Parameter
Superuser

Device
Operation Role

Page |49

Description
Set Superuser as Yes or No according to requirement.

It will set the authority for operating the device and send it to the corresponding
device such as, Ordinary User, Administrator, and Enroller.

Table 2- 5 Passage Setting
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® Facekiosk:

Click Facekiosk, set the Facekiosk parameter for the personnel.

1 Access Control Time Attendance Elevator Control Plate Register Passage Setting FaceKiosk Personnel Detail ¥
FaceKiosk Area Device Operation Role | Employee -
4 A& AreaName Personnel Type Common -
B xm
B T Campus
Cancel

Figure 2- 13 Facekiosk

Fields are as follows:

Parameter Description

It will set the authority for operating the device and send it to the

Device Operation Role . 2
corresponding device such as, employee and Superuser.

Personnel Type Select type of personnel such as Common, VIP, and Blocklist.
Table 2- 6 Facekiosk

® L ocker Setting:
Assigning a cabinet that has a locker number for the personnel.

Click Locker Setting, view the locker number for this personnel.

4 Access Control Time Attendance Elevator Control Plate Register Passage Setting FaceKiosk Locker Setting Vid: ¥

Locker number

Cancel

Figure 2- 14 Locker
® Video Intercom Setting:

Assigning extension number to selected person from personnel module, an extension number is a
number or code used within a company or organization to identify different telephone sets.

Click Video Intercom Setting,assign a room number or extension number to this person.
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4 Time Attendance Elevator Control Plate Register Passage Setting FaceKiosk Locker Setting Video Intercom Setting L
Extension Number Q Belonging Building | -—— - -
Extension Password @ Unit Name P -
Extension Name Room Number
Authonzed Contacts
Cancel

Fields are as follows:

Parameter

Extension Number

Extension Password

Extension Name

Authorized Contacts

Belonging Building

Unit Name

Room Number

® More Card:

Figure 2- 15 Video Intercom Setting

Description

Assign an extension number to this person, click to select.

After selecting the Extension Number, the password will be automatically filled
in, but the administrator can also modify it.

After selecting the Extension Number, it will be automatically filled in, and the
administrator can also make changes.

You can choose to assign this person to a contact list, which will be displayed in
the Mobile APP after assignment.

The building where the person resides
The unit where the person resides

The room number where the person resides

Table 2-7 Video Intercom

Click More Card, the user can register another card for this person.

& Note: This feature requires the multi-card per person function to be enabled first. The operation
method is: go to Parameters -> Card Setting -> Multiple cards per personnel and select Yes.
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Edit X
Personnel ID” 22001 Department” Community Manager ¥
First Name someone Last Name del
GCender e r Mobile Phone
Certificate Type e - Certificate Number
Birthday Email
Hire Date Position Name ¥

Device Verification Password

Biometrics Type

APP Push

e Elevator Control

Secondary Card

® Personnel Details:

Card Number

FO WhatsApp
Plate Register Passage Setting FaceKiosk Locker Setting
g ® 6
Cancel

Table 2- 8 More Card

Video Intercom Setting

Click Personnel Details, to set the Personnel detail parameter for the personnel.

Ol Plate Register
Employee Type
Job Title
Birthplace
Home Phene

Office Phone

Passage Setting FaceKiosk Locker Setting

h4 Hire Type
Street
Country
Home Address

Office Address

Cancel

Figure 2- 16 Personnel Details

Video Intercom Setting

More Cards

More Cards »

Personnel Detail  *

& Note:lf you need to display more fields, you can first add them under the Custom Attributes menu.

After entering the information, click OK to save and exit, the person details will be displayed in the

added list.

Personnel Adjustments

Click Personnel > Person > Personnel Adjustment.
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ZKBio CVSecurity

Personnel v

Department
Position

Dismissed Personnel

ES

Personnel / Personnel / Person

Department Name

2 ¢
P

[E Popy Test2(1)
4« B IT(1)

Personnel ID

O Refresh =¥ New

Personnel ID

Name

g Adjust Department  \ 3o

[Gh Change Position

Mare

W Delete 2 Export

Department Name

5778445458244 Department
Pending Review » [ Dep. Nepal(0) 5 P
» [ Dep Lima(0) o &* Dismissal A
Custom Attributes =
» [ ARME(0)
List Library » [ Magano(0) 87654 AAA
4 5 Department(558)
Parameters » [9 SLTest(0) 46 orian hjkfncbvncv Department
» O hztest(314) 14278521 José Mufioz Department
[E x00000000/¥(1)
[E zkere siraj muneer11 334(0) 860213065343 Zhen Yu IT
[E string(0)
[ Lofcontrol 103(0) 222 233 4 Departmient
B Loiconirol 10460 7151465835851 Razan Alquran Department
3100370033003 FRANGISCO MC DFD AAA
1212121 sathish AAA
g 20540 SVAFIN TEST Nanartmant
1-50 > 3 50 rows per page Jump To 1
E Card Management > e a

® Adjust Department:

Figure 2- 17 Personnel Adjustment

Q B <€

L Import
Card Number

1193710374

10459049

14278522

4455

685883003

52502702

7Ra12A

O 2 € @ admn v

More

Verification Mode

8

o

0o o o]

=

Total of 561 records

Enable

App Logi

o O o 0 0 O

0

Select the person from the list.Click Personnel > Person > Personnel Adjustment, then select Adjust

Department.

Fields are as follows:

Parameter
New Department

Transfer Reason

©® Change Position:

Adjust Department

577844545824415:444°8
7654,46,14278521,8602 o
13065343:222-71514658

35851426,31003700330

Selected Person”

MNew Department* -

Transfer Reason

Cancel

Figure 2- 17 Adjust Department

Description
Select new department from list.

Mention the reason for transfer.
Table 2- 9 Adjust Department

Select the person from the list.Click Personnel > Person > Personnel Adjustment, then select Change

Position.
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Change Position X
Selected Person” 1
New Position* -
Transfer Reason
Cancel

Figure 2- 18 Change Position

Parameter Description
New Position Select new Position from list.
Transfer Reason Mention the reason for transfer.
Table 2- 10 Change Position
® Dismissal:

Select the person from the list.Click Personnel > Person > Personnel Adjustment, then select
Dismissal.

Input the dismissal information x
| Dismissal Date™ 2022-07-25
Dizmigsal Type™ - -
Dismissal Reason
Dizahle
Cancel
Figure 2- 19 Dismissal
Fields are as follows:
Parameter Description
Dismissal Date Select date.

Select the type of dismissal from follows, Voluntary Redundancy, Transfer,

Dismissal Type Dismissed, Resignation.

Dismissal Reason Mention the reason for Dismissal.
Table 2- 11 Dismissal

Delete
Click Personnel > Person, then select Delete.

® Delete Personnel:
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Click Personnel > Person > Delete, then select Delete Personnel.

® Delete Biometric Data:

Click Personnel > Person > Delete, then select Delete Biometric Data.

Click Personnel > Person, then select Export.

Export

® Export Personnel:

Click Personnel > Person > Export, then select Export Personnel.

Personnel’s basic information is all checked (selected), check custom attributes as required.

Export Personnel
¢ Basic Information Personnel ID First Name Last Name Depariment _
Department __. | Gender Birthday 2| Mobile Phone
4 Card Mumber ] License Plate | Email | Certificate Type
¥4 Certificate Nu_.. [ Position Num... [Z Position Name
Custom Attributes Office Phone Office Address City visited i._. Remarks on ...
Employee Ty... Hire Type Job Title ANy exposur...
Street Any sympto... Birthplace Country
Home Phone Home Address
Encrypt or not Yes(#) No
File Format EXCEL *

Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100

Cancel

Figure 2- 20 Export Personnel
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Person_20220725124611

Protected View ™ £ Search (Alt+Q)

Pocja AN PA

File Home Insert Page Layout Formulas Data Review View Help
@ PROTECTED VIEW Be careful—files from the Internet can contain viruses. Unless you need to edit, it's safer to stay in Protected View. Enable Editing x
AL il )2 Person ¥
A B C D E F G H | (=]
1 Person
2|  Personnel ID First Name Last Name Department Number | Department Name Gender Birthday Mobile Phone Card Number Lice
3 i ju 1 Department Name
4 9999 K-TEST 1 Department Name
5 12135 T Department Name
6 | 12134 namel 3 hr Male
7 1114 Md. Jalal 2 Development Male 123456
8 1119 1 Department Name
9| 3 1 Department Name
10 2222 1 Department Name
11| 555 1 Department Name
12 4 i Department Name
13 3 1 Department Name
14| 1118 il Department Name
15 1116 1 Department Name
16| 1115 Zorro 2 Development 5¢
17 1113 Abdulla 2 Development Male 654321
18| 1111 Esha Test 2 Development Female 145632
19 | 1112 Anwar Hossain Abid 2 Development Male 654987
20|
21
22
23
24
2
=
Person K| 0
Ready i -——§———+ 100%
Figure 2- 21 Export Personnel
® Export Biometric Template:
Click Personnel > Person > Export, then select Export Biometric Template.
Export Biometric Template *
Encrypt or not 7 Yes Mo
File Format EXCEL *
Data to Export All {max 100000 records)
I " Cancel
Figure 2- 22 Export Biometric Template
1 Personnel Biometric Template
Biometric Biometric Biometric Biometric , . Biometric
Personnel ID | First Name Last Name Template Template Template Template Biometric Template T;:_;?z:::n. Template Duress
2 | Type Number Type Version Index
D BPUBEUAHTYUIAAWAAWOEATUIDIIODAAVILEEMWIjUEeLwEaa | |
CEWFTqHe7vKHIIFTUMamyBCfr7RHHHccDpmp+HdQYHMEUjjgzl 1t0c
EBITrDhzngjswteDnB4fuSRfgjZA/eKngSorsijSpidVyfY3aMTY3jhwwsz
tbTfoDRUID80oNGj04/0YAPSO5P5130k1tplZYAWIpbwIHINNSZEDAjBmZ
n9KD200iINNONISXJz+Lnv+nA550gbC35/UUIETIuZBmMS2eYgLRQYWR)
INBKyyZZaXEBIIVZQ6CoCMOaK]PCs3KVBCPreq3abvCH+LPDRCKISOYLY
7BLKNOMApWhSIRMbHUeRvQtwiRgIfUdLTTAATXsqIUXTTXNTFdGO+
buOBTSLreerrWiBil/aVwTbX8fb3zjTGMvolzTpDBwIDKMo6xQZxOchL
Kg4PPNEUDQttNaQffhobylF3EyShRILEHSYnSOVDpEjtH1gKxzlz/f6u/D
cH+HSCQj4/yMrSiExb1Fj+OEpLxMbdwBjOXE/SIFZXWNFD1YSiyFNKEG
Jj/ev/BlgX+mdgHGSVEX7]5GSd 7vpl+Xp75VDI 7IFhCO6IBYaHGRQVAII
8B0q/EZKTARBaHpPIYMV73nZ6fFmwOZqNVIWLLragrmmCShLZIgXT3s
7a31PaG/LuFjRhH5sLDBAVGMcdB6fzL+s7PnR+7TCFT73igrirbtBO3Q+Ut|
he " 05XDgubnYDJaWOXxPgQGnvLzfGSGBPHIaPMakP7/iYgSMAybkAUMC
1 tang 0OP1 Effective 8 Palm Vein 12 o 1 No

AoLl4uxiNLPhR4QBRYXixeDnN7IjRIsWSIjlyuloAvRsaYgrsavoyyloQf
Nv700uTo7raD5rFOZy457xUZH2YTHaFuQ5407UV ITApBaMF/AGZ6/XF
5fViselGPYVYCvbGprQilSCHLIUVSzUnZ3dDdIDXWiXUgHtoKDxjvPmd
9MVSLSNOBP+V/rDIVbp3GU/pgblUb7Lrgde+1WyqanoTKIGrSxfYRKzrk
zryldh6ilLZ1axb6/m1ZrclbZUcjEscrivaNXbBIIxdzYrdbX68dIfbdlzd D86
eljV/ghVSkRAUTwWSe7vYbwxwBcl31rE+Hr7oxRI3DeeK6ZsIQYHMUAH
bAUQrarTMBITINILcB7kOb7bPBAFMKAbRCLZBYCYDIor EMVGT]pMYSz
EjY3cPYNJjzxR8agckIDLYs32wGFOu36ak5PWYLTAmxITzCaNIpbRd5+rl
h9eUgyG2Znc35FGHxyeVR+CX)zD1ZFRWhIDWREBX5/87vSsGTdkbils
YoL/6dFgeDIgbyitZaxqbzdPe1jnTC+gak]NepkBplXgwhsjabvIRQ1w]
MgnxrRmbg7LIgr2MN-+4e4t5MbH2i7TTLMoxTWodSNLTX7rPMNAh WX
Xb/t7fu0+ZOFNtAFBsZuUrTtXNjPKNS +Gwaivh3sXdfYrv1gEmOhgiDjdaH1]
NF1EWh+YgaPmTKb8AwpHSQiZhobBy45fDAEKRAKXSYNMwpdCDUwW

DA S T12D W DAL A DA T NI A AR T BTV 2 Al Ll D ARALE S 1
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Figure 2- 23 Export Biometric Template.
® Export Personnel Photo:

Click Personnel > Person > Export, then select Export Personnel Photo.

Export Personnel Photo *

Encrypt or not Yes Mo

File Format ZIP hd

Cancel

Figure 2- 24 Export Personnel Photo

Import
Introduce the configuration Steps of manually importing personnel in batches in ZKBio CVSecurity.

It is suitable for scenarios where a large number of personnel information is added. Compared with the
manual registration method of individual personnel, the batch import and addition method is faster.

Before adding departments in batches, you need to fill in the template file as required. After filling out
the template file, you can import and add departments in batches in the "Department” interface.

@ |nstruction:

1. The import and addition of personnel includes importing personnel information, personnel
biometric template data (optional), and personnel photos (optional), which need to be imported
separately.

2. Importing is to pay attention to the uniqueness of the personnel number. When the personnel
number is repeated, the result of import and addition will fail.

Import Personnel Information

Before adding people in batches, you need to obtain or fill in a template file as required. After filling in
the template file, you can import and add people in batches on the Personnel Management >
Personnel interface.

® Steps:
Step 1: In the Personnel module, choose “Personnel Management > Personnel”.

Step 2: On the personnel interface, select and click the "Import > Download Personnel Import
Template" button, select the parameters to be filled in, and download the template "personnel
information template.xls" locally. The parameter selection is shown in Figure 2-21.

& A © Refresh ¥ New B8 Personnel Adjustments B Delete 1 Expart Mare

[ Department Name(D) Persannel 10 First Name Last Name Depariment Name ¢ kimportPersomnes ¢ Sreate Time Operations
B Saluction{1)

& Import Biometric Template

zoz1-1z-1oo82428 £ W
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Figure 2- 25 Import Personnel Information Template

Step 3: Open the exported template file "Personnel Information Template.xls" for adding personnel
information.

Step 4: In the personnel interface, select and click the "Import > Import Personnel Information"
button; in the Import Personnel Interface, click the Browse button to import the batch import
template into the system, as shown in figure below

Import Personnel x
File Format Excel
Select File - Mot Uploaded
Cancel

Figure 2- 26 Import Personnel
Step 5: Click OK, and the interface displays the result of personnel import and addition.

Step 6: Click Close to complete the import and addition of personnel information.

Import Biometric Template
® Preconditions:

1. The system needs to have the basic information files of the personnel in order to support the
import of biometric template data.

2. The biometric template data of the current system personnel has been obtained.
@ Steps:
Step 1: In the Personnel module, choose “Personnel Management > Personnel”.

Step 2: On the personnel interface, select and click the "Import > Import Biometric Template Data"
button; in the pop-up import personnel biometric template data interface, click the Browse button to
import personnel biometric template data into the system in batches, as shown in Figure 2-23 is shown.

Import Personnel X
File Format Excel
Select File Not Uploaded
Cancel

Figure 2- 27 Importing Personnel Biometric Template Data
Step 3: Click OK, the interface displays the import and addition results.

Step 4: Click Close to complete the import of personnel biometric template data.
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Import Personnel Photos
® Preconditions:

1. The system needs to have the basic information files of the personnel in order to support the
import of personnel photos.

2. The personnel photos of the current system personnel have been obtained and correctly named
according to the personnel number.

3. The photo requirements for personnel are as follows:
Image Format: support .JPEG, .png format.

Image Size: The recommended image size is 35KB~200KB, and the maximum size of a single image is
5MB.

Image Quality: Faces in images are clear and not blurred by lens defocus or face motion. The minimum
image depth is an 8-bit grayscale image.

Pixels: The recommended value of face pixels is 200¥200, and the distance between the eyes should be
greater than or equal to 60 pixels, preferably greater than or equal to 90 pixels.

Brightness and Contrast: The ambient illumination is not less than 300Lux, the image brightness is
uniform, the contrast is moderate, and the face has no invisible, no backlight, no reflection, no
overexposure, no underexposure and no yin and yang faces.

Attitude: The portrait is upright, looking straight ahead, the horizontal rotation angle of the face
should be within £10° the elevation angle should be within £10°, and the tilt angle should be within
+10°.

Blocking: Eyebrows, eyes, mouth, nose and facial contours should not be blocked by bangs, masks,
accessories, glasses, etc. The lenses of glasses should be colorless and non-reflective, and the frames of
glasses should not be too thick to block human eyes.

Face Area: The face is complete, the outline and facial features are clear, and there is no heavy makeup.
The face area of the image should not be processed by PS.

Expression: Natural expression, neutral or smiling (no missing teeth), eyes open naturally, mouth
closed naturally, no obvious expressions such as laughter or frown.

® Steps:
Step 1: In the Personnel module, choose “Personnel Management > Personnel”.

Step 2: On the Personnel interface, select and click the "Import > Import Personnel Photo" button, as
shown in figure below.

Import Personnel Photo x {
Import mode Photo Compressed package '_
Personal photos + Face Picture

Figure 2- 28 Import Personnel Photos

& Note: If you have selected Face Picture, the pixel of the face photo must be greater than 80,000 pixels,
and the face should be centered and well-lit.

Step 3: Optional: upload photos and compressed packages.
Step 4: After selecting the photo method, click OK to enter the interface for importing personnel

photos, select the photo and click Start Uploading.
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Import Personnel Photo x

Total: 0 (Please do not delete photo while uploading)

AP

Figure 2- 29 Photos - Importing Personnel Photos

Step 5: After selecting the compression package method, click OK to enter the interface of importing
personnel photos, click Browse to select the file and then click “Start Uploading".

Import Personnel Photo X

Select File Not Uploaded

Operation log Error log

Figure 2- 30 Compressed Package - Importing Personnel Photos

Step 6: After the upload is complete, the interface displays the results of the imported personnel
photos.

Step 7: Click Close to complete the import and addition of personnel photos.

Page | 60 Copyright © 2025 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity

User Manual

More

Statistics

Click Personnel > Person > More, then select Statistics.

@& Statistics

&= Pri

nt Card

£ Reset Self Login Password

BB View Face Picture

~ Enable

® Disable

~ Enable app login

® Disable app login

Statistical Type
Male

Female

Person

Fingerprint

Near Infrared Face
Finger Vein

Palm Vein

Visible Face

Card

Face Picture

Figure 2- 31 More

Statistics

V120
V58.12

Current Total

Figure 2- 32 Statistics

View the number of Person, Male, Female, and the number of Fingerprints, Near Infrared Face, Finger
Vein, Palm Vein, Visible Face, Card, and Face Picture.

Reset Self Login Password

Click Personnel > Person > More, then select Reset Self Login Password.
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Prompt

Are you want to parform the Reset Self Login
Password operation?

Cancel

Figure 2- 33 Statistics
View Face Picture (V6.0.0 or above supported)

Click Personnel > Person > More, then select View Face Picture.

View Face Picture X

b

. 1 4
1109005 1109001 1109004 1109009 111303

111304 111302

Figure 2-34
Enable (V6.1.0 or above supported)
Click Personnel > Person > More, then select Enable. Selected persons will be enabled.
Disable (V6.1.0 or above supported)

Click Personnel > Person > More, then select Disable. The credentials of the selected personnel will
be disabled; all the access rights of the selected personnel such as access control, gate barrier, elevator
control, locker, etc. will be unavailable, and at the same time will not be able to take attendance,
consumption and so on until enabled.
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O Refresh  —+ New  Es Personnel Adjustments W Delete T Export & Import =+ More
Personnel ID First Name Last Name Card Number Verification Mode Enable App login enabl... Create Time
e = =y £
111303 kad lai e & 4 2023-11-7
1109001 kara- 1109001 867**33 B8= o 2023-11-1
1109004 B=E @ 2023-11-1
11568 Popy 5 2023-11-1
1109006 587752 Bd 2023-11-1
1109003 kara1109003 61***85 B8q 2023-11-1
4143 sansan B= 465215233 B 2023-11-1
11567 Ning Qin 2023-11-1
111304 111304 86*****75 B= 2023-11-7
@
111302 karaa adakl = 2023-11-1

Figure 2- 35
Enable APP Login (V6.1.0 or above supported)

Click Personnel > Person > More, then select Enable app login. Selected persons will be enabled
ZKBio CVSecurity Mobile APP login.

Disable APP Login (V6.1.0 or above supported)

Click Personnel > Person > More, then select Disable app login. Selected persons will be disabled
ZKBio CVSecurity Mobile APP login.

G Refresh ¥ New & Personnel Adjustments Ui Delete T Export ~ sk Import = - More
Personnel ID First Name Last Name Department Name Card Number Verification Mode Enable App loginfe
B67 JK Department Name *
666 MNgaliman Ng Department Name =
1147 wusaqi yaha Department Name 2461369181 =
1146 WLP 123456 Department Name 2461500509 B8=x
22 uu Department Name 1367759229 Bsp=E

Figure 2- 36

& Note: If you need to know how to use the ZKBio Zexs APP, please refer to the ZKBio Zexs APP.

Department

Click Personnel, then select Department.

Before managing company personnel, it is required to set a departmental organization chart of the
company. Upon the first use of the system, by default it has a primary department named General and
numbered 1. This department can be modified but can’t be deleted.

Main functions of Department Management include Add (New), Delete, Export and Import
Department.
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ZKBio CVSecurity E 3 @ admin v
Personiiél +  Personnel / Personnel / Department
Person Department Name Department Number @ B
o GRefresh T New W Delete 2 Export ¥ Import
Position
4 B Department Name Department Department Name Parent Department Parent Department Creation Date Operations
Dismissed Personnel .
» [ Test Group
, 1) Department Name 2023-10-07 11:14:52 2
Pending Review
ST 2 Test Group 1 Department Name 2023-11-20 144834 2 T
List Library
Parameters
©
B 12 50 rows per page Jump To 1 /1 Page  Total of 2 records &
Card Management >

Add a Department (New)

Figure 2- 37

Introduce the configuration Steps for manually adding a single department in ZKBio CVSecurity.

It is suitable for scenarios where a small number of departmental organizations are added. After most
departmental organizations have been created, individual departments can be added individually.

® Steps:

Step 1: In the Personnel module, choose “Personnel Management > Department”.

Step 2: Click Add with the mouse, and the interface for adding a department will pop up.

Step 3: In the interface of adding a department, fill in the corresponding parameters according to the
adding requirements, as shown in figure below. Please refer to Table 2-10 for the description of

parameter filling.

Department Number™
Department Name”
Sort”

Parent Department

New

99999

Cancel

Figure 2- 38 Add Department (New)

® Fields are as follows:
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Parameter Instructions

Department Number Customize the department number, support letters and numbers.
Department name Customize the department name.

Sort Fill in the number of the superior department.

Parent Department The department name corresponding to the superior department number.

Table 2- 12 Add Department

Delete

Click Personnel > Department, then select Delete.
Prompt

Are you sure you want to perform the delete
operation?

Cancel

Figure 2- 39 Delete Department

Export

Click Personnel > Department, then select Export.

Export
Encrypt or not Yes No
File Format EXCEL T
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100

Cancel

Figure 2- 40 Export Department

Import
® Import:

Click Personnel > Department > Import, then select Import.

Import

File Format Excel

Select File -1 Not Uploaded

Cancel
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Figure 2- 41 Import Department.
® Download Import Template Department:
Click Personnel > Department > Import, then select Download Import Template Department.

Download Department Import Template x

File Format EXCEL -

Cancel

Figure 2- 42 Download Import Template Department

Position
Introduces the configuration Steps of manually adding a job in ZKBio CVSecurity, and adding a job is
used to define the job information of a person.

Click Personnel, then select Position.

Add Position
@ Steps:
Step 1:In the Personnel >Personnel Management > Position.
Step 2: Click New (Add Position), and the new job interface will pop up.

Step 3: On the new job interface, fill in the corresponding parameters according to the adding
requirements, as shown in figure below; please refer to Table 2-11 for parameter filling instructions.

New X
Position Number” |
Position Name”
Sort* 99999
Parent Position hd
Cancel

Figure 2- 43 Add Position (New)

® Fields are as follows:

Parameter Instructions

Job number Customize the job number for easy memory.
Job Title Customize job title.

Sort Sort job listings, only numbers are supported.

Select the corresponding parent position from the drop-down radio box. If you
need to cancel, click Selected again.

Table 2- 13 Adding New Position

Parent position

Page | 66 Copyright © 2025 ZKTECO CO., LTD. All rights reserved.



ZKBio CVSecurity

User Manual

Export

Step 1: Click Personnel > Position, then select Export.

Export
Encrypt or not Yes Mo
File Format EXCEL x
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position 1
Total Records 100

K Cancel

Figure 2- 44 Export Position
Step 2: Click OK to save to exit.

Import

Step 1: Click Personnel > Position > Import, then select Import.

Import

File Format Excel

Select File 1+ -4 Mot Uploaded

Cancel

Figure 2- 45 Import Position.
Step 2: Click OK to save and exit.

Delete

Click Personnel > Position, then click Delete.

Prompt

Are you sure you want to perform the delete

operation?

Cancel

Figure 2- 46 Delete Position

Dismissed Personnel

This parameter will display the personnel who are not working in company anymore. Once the person

is dismissed, it will be listed.
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Click Personnel, then select Dismissed Personnel.

Delete

Step 1: Click Personnel > Dismissed Personnel, then select Delete.

Prompt

Are you sure you want to perform the delete
operation?

Cancel

Figure 2- 47 Delete
Step 2: Click OK to save and exit.

Export

Step 1: Click Personnel > Dismissed Personnel, then select Export.

Export
Encrypt or not Yes @) No
File Format EXCEL w
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100

Cancel

Figure 2- 48 Export
Step 2: Click OK to save and exit.

Pending Review

Delete

Step 1: Click Personnel > Pending Review, then select Delete.

Prompt

Are you sure you want to perform the delete
operation?

Cancel
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Figure 2- 49 Delete Pending Review
Step 2: Click OK to save and exit.

Custom Attributes

Some personal attributes can be customized or deleted to meet different customers' requirements.
When the system is used for the first time, the system will initialize some personal attributes by default.
Customized personal attributes can be set for different projects according to requirements.

Click Personnel, then select Custom Attributes.

Add Custom Attributes (New)

Step 1: Click Personnel > Custom Attributes, then select New (Custom Attributes).

MNew »
Display Mame® [l
Input Type® Pull-down List -
Attribute Value ~
Row™ 10
Column® 1
Display in Person List Yes Mo

Cancel

Figure 2- 50 Add Customer Attribute (New)

Fields are as follows:

Parameter Description

Display Name Must be filled and should not be repeated. Max length is 30.

non

Select the display type from “Pull-down List”,” Multiple Choice”, “Single Choice”

Input Type and “Text”".

Suitable for lists displaying as “Pull-down List”,”Multiple Choice” and “Single
Attribute Value Choice” lists. Use a “;" to distinguish the multiple values. If the input type is
“Text”, the attribute value is not suitable.

The column and row of a field are used together to control the display position of
the field. Numerals are supported. The column number cannot exceed 99, and
Row/Column the row number can only be 1 or 2. The combination of the column and row
must not be duplicated. As shown in the following figure, Employee Type, is in
the first column and first row, and Hire Type is in the first column and second
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Parameter Description

row.

Table 2- 14 Add Customer Attribute (New)
Step 2: Click OK to save and exit.

Delete

Step 1: Click Personnel > Custom Attributes, then select Delete.

Prompt

Are you sure you want to perform the delete
operation?

Cancel

Figure 2- 51 Delete Custom attributes
Step 2: Click OK to save and exit.

List Library

The list library is mainly used for face matching with face cameras or ZKIVA-Edge.

Add a List Library (New)
Step 1: Click Personnel > List Library, then select New (List Library).

MNew
{ List Library Name”® |
List Library Type™ s -
Description
Cancel
Figure 2- 52 Add List Library (New)

Parameter Description
List Library Name The name of list library.
List Library Type Select type of list library.
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Parameter Description

Description Fill Description as required.

Table 2- 15 Add List Library
Step 2: Click OK to save and exit.

Delete

Step 1: Click Personnel > List Library, then select Delete.

Prompt

Are you sure you want to perform the delete
operation?

Cancel

Figure 2- 53 Delete List Library
Step 2: Click OK to save and exit.

Parameters
In Parameters you can do few settings for options like Personnel ID Setting, Card setting, Pending
Personnel Selling, Self-Service registration, Facial Template Extraction Server, and Registration Client.

Click Personnel > Personnel Management, then select Parameters.

ZKBio CVSecurity i 8 Q2L Q annp

Personnel v Personnel / Personnel / Parameters

Person
Personnel ID Setting
Department Card Setting

Pending personnel settings

Position The Maximum Length: Self-service Registration

9
Dismissed Personnel Facial Template Extraction Server

Pending Review Support Letters: Registration Client

Custom Attributes Yes No

Personnel ID Auto-increment:
List Library
Yes Neo

Card Setting

Card Format Display:

Decimal Hexadecimal

Multiple Cards per Person:

o Yes No

Pending personnel settings

E Card Management >

A e s _ =

Figure 2- 54 Parameters

Personnel ID Setting
The maximum length: The Personnel ID supports a maximum length of 23 characters.
Support Letters: When "Yes" is selected, the Personnel ID can include letters.

Personnel ID Auto-increment: When “Yes” is selected, the Personnel ID will automatically increment
by 1.
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Personnel ID Setting

The Maximum Length:

23

Support Letters:

Yes ®) Mo

Personnel ID Auto-increment:

Yes No

Figure 2- 55 Personnel ID Setting.

Card Setting
Set Card Format Display Select either Decimal or Hexadecimal as the display option.

Multiple Cards per Person: After selecting "Yes," you can register multiple cards for each personnel.

Card Setting

Card Format Display:

Decimal Hexadecimal

Multiple Cards per Person:

Yes MNo

Figure 2- 56 Card Setting

Pending Personnel Setting

Enable Auto-audit: After selecting Yes, the system will automatically approve self-registered
personnel.

Pending personnel settings

Enable Auto-audit:

Yes No

Figure 2- 57 Pending Personnel Selling

Self Service Registration

Enable Self Registration: After selecting “Yes”, personnel can scan to self-register their personal
information.
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Self-service Registration

Enable Self Registration:
Yes No

QR Code URL:

https:/localhost/tokenAdreg

Download QR code image

Figure 2- 58 Self Service Registration

Personal Sensitive Information Protection

After checking these fields, the corresponding fields under the Personnel menu will be hidden from
view.

#Note: In ZKBio CVSecurity version V6.4.0 and later, this feature is adjusted to be configured under the
Role menu, allowing for different privacy protections for different user roles.

Personal sensitive information protection

Personnel ID First Name

Last Name Gender

Certificate Mumber Mobile Phone

Email License Plate

Birthday Photo

Face Picture Card Number
A A

Figure 2- 59 Sensitive Information Protection

Facial Template Extraction Server

This feature is applicable to the KF1000 Pro Series. A single KF1000 Pro Reader can be used as an
enrollment device. After the enrollment is completed, the facial template can be uploaded to ZKBio
CVSecurity and then synchronized for use with the Inbio Pro Plus.
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Facial Template Extraction Server

Enable Facial Template Extraction:

®) Yes No
Facial template extraction server address:
https://Server address-Port

Username:

|admid

Password:

sessnans Mt

Offline

Facial template extraction server address: Enter the server address, the default port number is

8809.
Username: Enter the Webserver user name for the KF1000 Pro series reader.

Password: Enter the Webserver password for the KF1000 Pro series reader.

Registration Client

® Fields are as follows:
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Registration Client

= Note:

Device Driver

Certificate Recognition Driver Installation Status: Detected Ceriificate Recognition Driver is not
installed

Card Printer Driver Installation Status: Detected Card Printer Driver is not instaliad

Certificate Recognition
() OCR () |DReader

Registration Code”

| -

() Download GCR V1.0 Driver () Download OCR V2.0 Driver

Certificate No. Automatic Backfill Type
(=) Document No. (") Personal No.

Card Printing

Registration Code”

| -

Downlgad Driver

Figure 2- 60 Registration Client

Registration Code: Please make sure you have activated the corresponding license.and then go to
System > Authority Management > Client Register to got the registration code.

Client Type*

Regisiration Code* BT
APP Client-Administrator

APP Client-Staff

OCR-Personnel

OCR-Visitor

ID Reader-Personnel

ID Reader-Visitor

e

Figure 2- 61 Registration Code

2.2 Card Management

There are three modules in Card Management: Card, Wiegand Format, and Issue Card Record.
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Card Management " Card Number Personnel ID Department Name More a ¢
3 Refresh P Batch Issue Card B Reported Lost Card  £2 Reactivate Lost Card T Export
Wiegand Format Card Number Personnel ID  First Name Last Name Department Number Department Name Issue Card Date Card State
lssued Card Record 1139274691 9527 1 Department Name 2022-07-26 02:38:20 Effective
123123232 1 tang CP1 2] Department Name 2022-07-26 02:38:20 Effective
145632 1111 Esha Test 2 Development 2022-05-10 08:27:37 Effective
123458 1114 Md. Jalal 2 Development 2022-05-10 08:10:52 Effective

Figure 2- 62 Card Management

Card

Batch Issue Card

1.Click Personnel > Card Management > Card, then click Batch Issue Card.

Batch Issue Card ®
Department Name Start Personnel ID End Personnel ID Q o
Card Enrolliment Method | USE Reader - Input Card Number lssue Card
|
| Unissued person ¢ Current issue person >
Personnel ID  First Name Last Mame Department N... Personnel ID  First Name Last Name Department N... Ci
10002 raj h hr
[
10001 Department N
G666 chen Departmeni N
2 tsf Department N
No data
9949 K-TEST Department N
12135 De;:lelrtr‘ﬂen(l‘\.lv
»
1-16 50 rows per page Total of 16 records
»
Cancel

Figure 2- 63 Batch Issue card

2.Fill the fields for Department Name, Start Personnel ID, End Personnel ID, Card Enrollment Method,
and Input Card Number.

3.Enter Start and End Personnel No. and click Generate List to generate personnel list and show all
personnel without cards within this number series.

&Note: The Start and End Personnel No. only support numbers.
4.Select Card Enrollment Method: Register with a USB Reader or device.

If you want to enroll a card with a USB Reader, you may place the card over the "issue machine" directly.
The System will get the card number and issue it to the user in the list on the left.

For the use of device, you need to select the position of punching, click = start to read, the system will
read the card number automatically, and issue it to the user in the list on the left one by one. After
that, click = - Stop to read.

& Note: During the Batch Issue Card", system will check whether the card issuer issues card or not, if
card has been issued before, the system will prompt "The Card Number has already been issued”.

5.Click OK to complete card issue and exit.
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Reported Lost Card

Click Personnel > Card Management > Card, then select Reported Lost Card.

Prompt

Are you want to perform the Reported Lost Card
operation?

Cancel|

Figure 2- 64 Reported Lost Card

& Note: Report Lost Card is applicable to all functional modules, not to the offline elevator module.
After the report of loss, the status of the card becomes invalid but not written into the management
card. Need to write management card in the appropriate module, such as offline elevator control
module Write management card (Elevator Device > Card > Write management card).

Reactive Lost Card

Click Personnel > Card Management > Card, then select Reactive Lost Card.

Prompt

Are you want to perform the Reactivate Lost
Card operation?

Cancel

Figure 2- 65 Reactive Lost Card

«Note: Reactivate Lost Card is applicable to all functional modules, not to the offline elevator module.
After reactivating lost card, the status of the card becomes valid but not written into the management
card. Need to write management card in the appropriate module, such as offline elevator control
module Write management card (Elevator Device > Card > Write management card).

Export

Step 1: Click Personnel > Personnel Management > Card Management > Card, then select Export.

Export X
Encrypt or not Yes Mo
File Format EXCEL ¥
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100

Cancel
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Figure 2- 66 Export
Step 2: Click OK to save and exit.

Wiegand Format

Wiegand Format is the card format that can be identified by the Wiegand reader. The software is
embedded with 9 Wiegand formats. You may set the Wiegand card format as you needed.

Click Personnel > Personnel Management > Card Management, then select Wiegand Format.

Add Wiegand Format (New)

Click Personnel > Personnel Management > Card Management > Wiegand format, then select New
(Add Wiegand format).

New x

Name® |
Total Bit”
Site Code 0
Auto
Mode One
First Parity Check(p)
Second Parity Check(p)
Odd Parity Check{o) Even Parity Checkie) CiD(c) Site Code(s) Manufacturer Code(m)
The Maximum The Maximum The Maximum The Maximum The Maximum

: ; : : : 5
Start Bit Length Start Bit Length Start Bit Length Start Bit Length Start Bit Length

Mode Two

Card Check Format®

Parity Check Format®

Cancel

Figure 2- 67 Add Wiegand format (New)

Fields are as follows:

Parameter Instructions

Name Enter the Name.

Total Bit Enter the total bit.

Site Code Enter the Site code.

Auto Click if Auto is required.

Mode One In Mode One Odd Parity Check, Even Parity Check, CID, Site Code, and Manufacturer

Code should be set as Start Bit and The Maximum Length.

Mode Two In Mode Two Card Check format and Parity check Format must be entered.
Table 2- 16 Wiegand Format

This software supports two modes for adding the Wiegand Format: If mode 1 does not meet your
setting requirements, you may switch it to mode 2. Take Wiegand Format 37 as an example:
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® Format Specifying:

“P" indicates Parity Position; “s” indicates Site Code; “c” indicates Cardholder ID; “m” indicates
Manufactory Code; “e” indicates Even Parity; “O” indicates Odd Parity; “b” indicates both odd check and
even check; “x” indicates parity bits no check.

The previous Wiegand Format 37: the first parity bits (p) check “eeeeceeceeeeceeceeee”; the second
parity bits check “0000000000000000000”. Card Check Format can only be set “p, x, m, ¢, s”; Parity
Check Format can only be set “x, b, o, e".

zNote:

You can go to Access > Device > Door, select the device and configure the Wiegand Input Format.

Device Name™ i]§23ﬁ1331m \ Door Number® i17|
Door Name™ |Wi‘ Active Time Zone™ |W|
Verification Mode” | Automatic Identification + | Lock Open Duration” [s  |secondc-
254)
Operate Intervar® [o “|second(0-254) Door Sensor Type® [None  ~|
Anti-Passback Duration of |0 minute(0-120) Door Sensor Delay [ lsecondtt-
Entrance I 254)7
Duress Password | !(Maxu'num 6Bt Passage Mode Time Zone |77-|
Integer)
Emergency Password [ (8 Bit Integer) Muit-Person Operation (10 |second(5:60)

Interval®

Wiegand Input Format |A|.|1|:| - |Wiﬂgand Format66é . |
Disable Alarm Sounds Auto

Wiegand Format26

Wiegand Format26a

Wiegand Format34 2 copied to
Wiegand Format34a

Wiegand Format36

Wiegand Format37

Wiegand Format3ia o

Figure 2- 68 Wiegand Format

2.2.2.2 Delete

Click Personnel > Personnel Management > Card Management > Wiegand Format, then select

Delete.

Prompt

Are you sure you want to perform the delete
operation?

Figure 2- 69 Delete Wiegand Format

2.2.2.3 Card Formats Testing

Click Personnel > Personnel Management > Card Management > Wiegand Format, then select
Card format Testing.
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Card Formats Testing *x
Device *  Click to select
Site Code Card Number* Criginal Card Mumber
Card 1
Card 2
Card 3

Auto calculate site code while the site code is left blank

Card Formats |

(Odd-Even Parity Format

Cancel

Figure 2- 70 Card Formats Testing

When the card number does not match with the one which is displayed on the system, the user can use
the Card Formats Testing function to calibrate the Wiegand format. The page is explained as follows:

Select the device that supports the card format test function, and fill the card number and the site code
(optional):

@ Steps:

Click Read Card and swipe the card on the reader. The original card number will be displayed on the
Original Card Number text box.

Click Recommended Card Format and the recommended Wiegand card format will be displayed
below.

Click Auto calculate site code while the site code is left bank and the software will calculate the site
code according to the card format and card number.

Click OK and the page will jump to the Wiegand format page to save the new Wiegand format.

&sNote: The card format testing function is only supported by few devices.

Issue Card Record
Click Personnel > Personnel Management > Card Management, then select Issue Card Record.

Export

Step 1: Click Personnel > Personnel Management > Card Management > Issue Card Record, then select
Export.
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Export
Encrypt or not YES"E'." Mo
File Format EXCEL -
Data to Export i(® All (max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100

Cancel

Figure 2- 71 Issue Card Record
Step 2: Click OK to save and exit.
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3 Access Control

3.1 Operation Scenario

The Access Control module is used as the entry and exit management of pedestrians. Through the
configuration of access control equipment and permission groups, unified management of entry and
exit of people is realized. The most fundamental problem to solve is to control who uses what media to
enter and exit which door at what time.

3.2 Operation Process

This section describes the configuration process of the Access Control module service.

The Access Control module service configuration process is shown in Figure 3-1.

Add Device

Bind Camera

Set Access

Rule Set Timezone

Set Access Set Holiday

Level

Set linkage

Assign Access
Level tesesssssssssmsennna ’

L L L e L L L L L L L L L L T T T T

Figure 3- 1 Access Control Configuration Process

3.3 Access Device

3.3.1 Device

Introduce the configuration Steps of searching and adding access control devices in ZKBio CVSecurity.

Through the search method, the access control devices that have been set to point to the server can be
found, and the access control devices that have been searched can be added directly, which is
convenient to operate.

® Preconditions:
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1. Before adding the Access Control device, perform IP allocation settings.

2. The device needs to set the server address in advance before searching and adding. The
configuration Steps for the server are as follows:

a. In the access control device that has been connected to the power supply and the network, set it
directly on the device screen.

b. Select and click "Main Menu > Communication Equipment > Network Management Platform or
Cloud Server Settings"

c. Set the IP address and port of the current server, that is, the IP address and port of the current ZKBio
CVSecurity server and complete the configuration to the server.
Add Devices (New)
® Steps:
Step 1:In the Access Control module, select "Device > Access Control Device".
Step 2: On the device interface, click the “search” button to pop up a search box.

Step 3: Click “start Search" in the search box to display the access control devices that can be added,
as shown in Figure 3-2.

Search x
o device found? Download Search Tools to Local Disk
Total Progress t00% Number of devices addsd:1
IP Address Device Type Serial Number
IP Address MAC Address Subnet Mask Gateway Add... Serial Number Device Type Set Server Operations
192.168.134.168 255.255.255.0  192.168.134.25: CN3M212460001 TDBO8M-TI/M This device has bee

Figure 3- 2 Device Search and Add Interface

